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Abstract: With the rise of the era of “cloud computing”, concerns about “Security” continue to increase. Cloud
computing environments impose new challenges on access control techniques due to the growing scale and
dynamicity of hosts within the cloud infrastructure; we proposed Multi-Authority System (MAS) architecture.
This architecture consists of agents: Cloud Service Provider Agent (CSPA), Control Agent (CA), Third party
Auditor (TPA) and Attribute Authority Agent (AAA). The TPA provides a graphical interface to the cloud user
that facilitates the access to the services offered by the Cloud Service Provider (CSPA).
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I. INTRODUCTION

Cloud computing describes applications that are extended to be accessible through the Internet. These cloud applications
use large data centers or cloud data storage (CDS)and powerful servers that host Web applications and Web services.
Anyone with a suitable Internet connection and a standard browser can access a cloud application. Cloud computing
consists of multiple cloud computing service providers (CSPs). In terms of software and hardware, a cloud system is
composed of many types of computers, storage devices, communications equipment, and software systems running on
such devices.

Cloud storage is composed of thousands of storage devices clustered by network, distributed file systems and other
storage middleware to provide cloud storage service for cloud users. The typical structure of cloud storage includes
storage resource pool, distributed file system, service level agreements (SLAS), and service interfaces, etc. Globally, they
can be divided by physical and logical functions boundaries and relationships to provide more compatibilities and
interactions. Cloud storage is tending to combined with cloud security, which will provide more robust security [1].

Cloud Data access control issue is mainly related to security policies provided to the users while accessing the data. In a
typical scenario, a small business organization can use a cloud provided by some other provider for carrying out its
business processes. This organization will have its own security policies based on which each employee can have access
to a particular set of data. The security policies may entitle some considerations where in some of the employees are not
given access to certain amount of data. These security policies must be adhered by the cloud to avoid intrusion of data by
unauthorized users [2, 3, 4].

Access control regulates accesses to resources by principals. It is one of the most important aspects of the security of a
system. A protection state or policy contains all information needed by a reference monitor to enforce access control. The
syntax used to represent a policy is called an access control model.
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The aim of this paper is to study the data access control issue in multi-authority cloud storage systems. One critical
requirement in the design of access control schemes is the efficiency in computation. There are two operations in access
control that require efficient computation, namely decryption and revocation. The users may use their smart phones to
access the data in nowadays cloud storage systems, but the computation ability of smart phones is not as strong as the
PCs. Thus, the decryption on each user should be as efficient as possible in the design of data access control schemes.
When a user is degraded or leaving the system, some attributes should be revoked from this user. There are two
requirements of the efficient attribute revocation: 1) The revoked user (whose attribute is revoked) cannot decrypt the new
ciphertext that is encrypted with new public key (Forward Security); 2) The newly joined user can also decrypt the
previous published ciphertexts that are encrypted with previous public key if it has sufficient attributes (Backward
Security).

In this paper, we first construct a new multi-authority CPABE scheme with efficient decryption and design an efficient
attribute revocation method for it. Then, we apply them to design an effective access control scheme for multi-authority
systems. The main contributions of this work can be summarized as follows.

1) We propose Third party auditor (TPA) which acts as a proxy server to safeguard the cloud server.

2) We construct a new multi-authority CP-ABE scheme with efficient decryption. Specifically, we outsource the
main computation of the decryption by using a token based decryption method.

3) We also design an efficient immediate attribute revocation method for multi-authority CP-ABE scheme that
achieves both forward security and backward security. It is efficient in the sense that it incurs less

communication cost and computation cost of the revocation.

Il. SYSTEM MODEL
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Fig 1: System Model

As shown in Fig.1. The system model consists of Six types of entities: a global certificate authority (CA), the attribute
authorities (AAs), the cloud server (server), the data owners(owners),the data consumers (users) and the Third Party
auditor (TPA).

The CA is a global trusted certificate authority in the system. It sets up the system and accepts the registration of all the
users and AAs in the system. The CA is responsible for the distribution of global secret key and global public key for each
legal user in the system. However, the CA is not involved in any attribute management and the creation of secret keys that
are associated with attributes.
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Every AA is an independent attribute authority that is responsible for issuing, revoking and updating user’s attributes
according to their role or identity in its domain. Each AA is responsible for generating a public attribute key for each
attribute it manages and a secret key for each user associates with their attributes.

The cloud server stores the owners’ data and provides data access service to users. It generates the decryption token of a
ciphertext for the user by using the secret keys of the user issued by the AAs. The server also does the ciphertext update
when an attribute revocation happens.

The data owners define the access policies and encrypt the data under the policies before hosting them in the cloud. They
do not rely on the server to do the data access control. Instead, the ciphertext can be accessed by all the legal users in the
system

The Third Party Auditor (TPA) allows the user to view the files on the cloud server, It also give information about which
file is stored in which server. The TPA provides security to the Cloud server so that the attacker may not attack the server
& hack the data

1. PROPOSED SOLUTION

Although the existing multi-authority CP-ABE scheme [10] has high policy expressiveness and has been extended to
support attribute revocation in [14], it still cannot be applied to access control for multi-authority cloud storage systems
due to the inefficiency of decryption and revocation. In order to design an efficient access control scheme for multi-
authority systems, we first construct a new multi-authority CP-ABE scheme with efficient decryption and then propose an
efficient attribute revocation for it.

Without a central authority, it is hard to tie together different components of a user’s secret key and use the key
randomization method to prevent the collusion attack. In our method, we separate the authority into a global certificate
authority (CA) and multiple attribute authorities (AAs). The CA sets up the system and accepts the registration of all the
users and AAs in the system. However, the CA is not involved in any attribute management and the creation of secret
keys that are associated with attributes. The CA assigns a global user identity uid to each user and a global authority
identity aid to each attribute authority in the system. Since the uid is global unique in the system, secret keys issued by
different AAs for the same uid can be tied together for decryption. Also, since each AA is associated with an aid, every
attribute is distinguishable even though some AAs may issue the same attribute. Thus, the collusion attack can be resisted
by using the aid and uid.

To achieve efficient decryption on the user, we propose a token-based decryption outsourcing method. We apply the
decryption outsourcing idea from [14] and extend it to multiple authority systems by letting the CA generate a pair of
global secret key and global public key for each legal user in the system. During the decryption, the user submits its secret
keys issued by AAs to the server and asks the server to compute a decryption token for the ciphertext. The user can then
decrypt the ciphertext by using the decryption token together with its global secret key.

To solve the attribute revocation problem, we assign a version number for each attribute, such that when an attribute
revocation happens, only those components associated with the revoked attribute in secret keys and ciphertexts need to be
updated. When an attribute of a user is revoked from any AA, the AA generates a new version number and generate
several user update keys and a ciphertext update key. With the user update key, each non-revoked user who holds the
revoked attributes can update their secret key. Because the update keys are distinguishable for different users, the revoked
user cannot update its secret key by using other users’ update keys (Forward Security). By using the ciphertext update
key, the component associated with the revoked in the ciphertext can be updated to the current version. To improve the
efficiency, we delegate the ciphertext update workload to the server by using the proxy re-encryption method, such that
the new joined user is also able to decrypt the previous published data which are published before it joins the system
(Backward Security). Moreover, all the users need to hold the latest secret key, rather than to keep records on all the
previous secret keys.
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IV. PERFORMANCE ANALYSIS

We conduct the performance analysis between our Methodology and the Ruj’s IACC scheme under the metrics of Storage
Overhead, Communication Cost and Computation Cost.

1) Storage Overhead

The storage overhead is one of the most significant issues of the access control scheme in cloud storage systems. Suppose
there are NA AAs in the system. Let |p| be the element size in the G;GT ;Zp. Let na;k and na;k;uid denote the total
number of attributes managed by AAk and the number of attributes assigned to the user with uid from AAK respectively.
We compare the storage overhead on each entity in the system, as shown in Table |

Table- |
COMPARISON OF STORAGE OVERHEAD
Entity Ruj’s DACC [16] Our NMethod
AAL 2r. 1| p| (i + 3)|p|
Na Na
Owner (72 +2 ¥ nzx)|lp| (BNaA +1+ 3 n.:)|p|
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nn.: total number of ciphertexts stored on the cloud server:
. .:number of ciphertexts contain the revoked attribute x:
/: total number of attributes that appeared in the ciphertext

2) Communication Cost

The communication cost of the normal access control is almost the same between our IAC-MACSS and Ruj’s IACC
scheme. Here, we only compare the communication cost of attribute revocation, as shown in Table Il. It is easily to find
that the communication cost of attribute revocation in Ruj’s scheme is linear to the number of ciphertexts which contain
the revoked attributes. Due to the large number of ciphertext in cloud storage system, Ruj’s scheme incurs a heavy
communication cost for attribute revocation.

Table -11

COMPARISON OF COMMUNICATION COST FOR ATTRIBUTE REVOCATION

Operation Ruj’s DACC [16] Our Method
Key Update N/A Npor x| P|
Ciphertexl Update (N x “Nponx+1)|p| | P

Mpony 1s the number of non-revoked users who hold the
revoked attribute x: n., i1s the number of ciphertexts which
contain the revoked attribute x.

3) Computation Cost

We simulate the computation time of encryption, decryption and ciphertext re-encryption/update in both our IAC-MACSS
and Ruj’s IACC scheme. We do the simulation on a Linux system with an Intel Core 2 Duo CPU at 3.16GHz and 4.00GB
RAM. The code uses the Pairing-Based Cryptography (PBC) library version 0.5.12 to simulate the access control
schemes. We use a symmetric elliptic curve a-curve, where the base field size is 512-bit and the embedding degree is 2.
The a- curve has a 160-bit group order, which means p is a 160-bit length prime. All the simulation results are the mean of
20 trials.
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Fig2: Comparison of Encryption, Decryption& Ciphertext reencryption/update text

We compare the computation efficiency of both encryption and decryption in two criteria: the number of authorities and
the number of attributes per authority, as shown in Fig. 2.Fig.2(a) describes the comparison of encryption time versus the
number of AAs, where the involved number of attributes from each AA is set to be 10. Fig.2(b) gives the encryption time
comparison versus the number of attributes from each AA, where the involved number of AAs is set to be 10. Suppose the
user has the same number of attributes from each AA. Fig.2(c) shows the comparison of decryption time versus the
number of AAs, where the number of attributes the user holds from each AA is set to be 10. Fig.2(d) describes the
decryption time comparison versus the number of attributes the user holds from each AA. In Fig.2(d), the number of
authority for the user is fixed to be 10. Fig.2(e) gives the comparison of ciphertext re-encryption/update versus the
number of revoked attributes appeared in the ciphertext. The simulation results show that our IAC-MACSS incurs less
computation cost on the encryption of owners, the decryption of users and the re-encryption of ciphertexts.

V. CONCLUSION

In this paper, we proposed an effective data access control scheme for multi-authority cloud storage systems, IACMACS.
We also construct a new multi-authority CP-ABE scheme, in which the main computation of decryption is outsourced to
the server. We further designed an efficient attribute revocation method that can achieve both forward security and
backward security. Our attribute revocation methods incurs less communication cost and less computation cost of the
revocation, where only those components associated with the revoked attribute in the secret keys and the ciphertext need
to be updated. Through the analysis and the simulation, we showed that our IAC-MACSS is provably secure in the
random oracle model and incurs less storage overhead, communication cost and computation cost, compared to existing
schemes
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